
PHAS IT SERVICES

NETWORK SERVERS

TEACHING LABS MAIL SERVER STATS

INCOMING MAIL FLOW OUTGOING MAIL FLOW

OPEN SOURCE OPEN DOCUMENT

Main Comm. Room
Main Collector Switch

Res/Admin VLan

Cisco Firewall
(aka PIX)

Smoothwall Firewall
(aka FIDO)

Server Switch
(aka DMZ)

UBCNet Backbone Connection (1GB)

Teaching VLan Research VLan
Servers: eg.
- dns (external)
- mail/imap
- puremsg/smtp
- www

Servers: eg.
- dns (internal)
- alpha/filesvr
- warp/physics
- hyper

Servers: eg.
- lts1

To Local Comm. Rooms & User Switches (Cisco Catalyst 3750s)

Wall Outlets in Hennings & Hebb

Remote mta

Local mta smtp.phas.ubc.ca
1) Virus detection:
   - known virus detected:
      a) replace virus w warning & deliver
      b) original message moved to   Quarantine Area
   
2) Spam Filtering:
    - message is scored against various spam detection
      rules
   SpamScore > 70%
 
   30% < SpamScore <70%
 
   SpamScore < 30%

Move to Quarantine

mail.phas.ubc.ca
- reject unless valid email address
- check for forwarding (/mail/$HOME/.forward)
- apply user defined procmail filters 
    (/mail/$HOME/.procmailrc)
- deliver to user's inbox

Mail to x@astro.ubc.ca
             x@physics.ubc.ca
             x@phas.ubc.ca

User's
mail
client

imap or pop
request

Mail

Start here & 
follow green arrows 

Deliver unmodified

Flag as Spam & deliver

message

Puremsg Mail Volume (July - Oct)

Legend

Typical Puremessage Daily Statistics:

This graph shows our mail volume is relatively constant

but the amount of spam is steadily increasing.

Total bytes transferred: 1403.4 MB)
              Messages Out: 10875

Messages per hour (each dot is 14 messages)
________________
  0:    572 ........................................
  1:    258 ..................
  2:    204 ..............
  3:    231 ................
  4:    245 .................
  5:    228 ................
  6:    341 ........................
  7:     93 ......
  8:    526 .....................................
  9:    664 ...............................................
 10:    676 ................................................
 11:    747 .....................................................
 12:    714 ...................................................
 13:    689 .................................................
 14:    594 ..........................................
 15:    570 ........................................
 16:    485 ..................................
 17:    482 ..................................
 18:    407 .............................
 19:    400 ............................
 20:    267 ...................
 21:    607 ...........................................
 22:    217 ...............
 23:    660 ...............................................

60981 sending hosts attempted 100739 messages
1064 destination hosts received 10875 messages

102529 senders sent a combined 134120 messages

Physics & Astronomy MTA
smtp.phas.ubc.ca

Remote MTA

Mail for remote user

Mail for local user

smtp
User's

mail client

Start here & 
follow green arrows 

Outgoing mail

  mail.phas.ubc.ca

- reject unless valid email address
- check for forwarding (/mail/$HOME/.forward)
- apply user defined procmail filters 
   (/mail/$HOME/.procmailrc)
- deliver to user's inbox

- Reject if not local IP or not authenticated
  (ie do not relay mail for unknown hosts)
- scan for & remove  known viruses

Schrum Lab (Henn203)

- public X-terminal Lab
logins to warp(physics) or ariel (astro)

Windows Lab (Henn203a)

- public Windows based workstation Lab

Linux Lab (Henn205)

- public Linux based workstation Lab
Phys 210, Phys 410 + others

Astro Lab (Henn205)

- public Linux based workstation Lab
- Astr310, Astr311, Astr100, Astr101

- 6 Linux workstations for image capture
- 2 Windows workstations for
   instrument control
- Courses: Phys 308, Phys 458

Optics Labs (Hebb Basement)

- Neoware X-terminals 
- logins to warp (solaris) or alice (windows)
- Courses: Phys 109, Science 1

1st Year Honours Physics
 Lab (Hebb 30)

IT support for undergraduate teaching:

- any student enrolled in a Physics, Astronomy
  or related course can get a local login & use 
  these public resources  
- The Hennings labs are generally open at all 
  times & provide local resources and access to 
  the application servers 
- Students are given access to printing 
  & email
- popular software include: Mathematica, Maple,
  Extrema, OpenOffice

The OpenDocument Format (ODF) is the open standard implementation of XML for
electronic office documents that was ratified by the International Standards 
Organization (ISO) in May 2005.

Microsoft's proprietary formats (including their XML) are not ODF compliant and are
designed solely to lock you in to using Microsoft software – choice is not an option!

The ideal for a standard file format for electronic documents is one that is open, 
accessible to everyone, and that can be implemented in any kind of software --
whether of the commercial type, or of the Free Software or open source type.

The ODF is already the target of IT policy or legislation in Massachusetts, Minnesota,
the Bristol City Council (England), and at the national and municipal government 
levels in Belgium, Denmark, France, Australia, S Korea, and Malaysia, among others.

Please help promote the use of ODF at UBC and in all your work.  

IT'S ALL ABOUT CHOICE

Never send documents in MS Office formats (thereby forcing others to use MS Office)

and don't accept MS Office formated documents from others (who thereby force you

into using it!).

OpenOffice.org 2.0 and its sibling commercial office suite, and StarOffice 8 are 
the most mature tools available today to users seeking to create documents 
in ODF.  We strongly support their use for all your work.

Fedora:fedoraproject.org

Mandriva: www.mandriva.com

And others: 
The OpenSolaris project is an open source
project sponsored by  Sun Microsystems,
Inc, that is initially based on a subset of 
the source code for the Solaris Operating
System. 

Operating Systems:

Fedora Core is an operating system and platform, 
based on Linux, that is always free for anyone to 
use, modify and distribute,  now and forever. 
Fedora Core is part of the Fedora Project, sponsored 
by Red Hat, Inc.

Linux – literally 100's of distributions:

FreeBSD® is an advanced operating 
system for x86 compatible (including 
Pentium® and Athlon™), amd64 
compatibles, UltraSPARC®, IA-64, 
PC-98 and ARM architectures. It is 
derived from BSD, the version of 
UNIX® developed at the University of 
California, Berkeley. 

Application Software:

The apache http (web) server &
many others projects

The GNU software project from the Free Software Foundation
Includes many of the unix ulitities used by linux distro's (gcc, gmake, emacs,...), desktops tools
(gnome) and complete application suites (GIMP, octave) 

OpenOffice.org is a multiplatform and multilingual office suite and an open-source project. 
Compatible with all major office suites, the product is free to download, use, and distribute.

OpenOffice.org 2.0 and its sibling commercial office suite, and StarOffice 8 are the most mature 
tools available today to users seeking to create documents in Open Document Format (ODF).

Open source refers to the users' freedom to use, copy, distribute, study, change and 
improve the software by following particular and well-defined licensing rules

PHYSICS
(Solaris Login Server) 

login host
application server

LTS1
(Linux Xterm Server)
boot/app server
for X-Terminals

PUREMSG
(smtp)

outgoing mail
incoming mail filter

MAIL
imap/pop server

inbox & mail store

Xserve Raid
2x7x400 Gbyte 

disk Array

PHASPDC
(Windows PDC)

windows passwd 
authentication

App Server for Neoware

FIDO 
DNS/DHCP server for 

teaching lan 
firewall for teach LAN

DNS
public dns server
for phas.ubc.ca
external names

DNSPRIV
DNS/DHCP server 

for priv.phas.ubc.ca
internal names

BACKUP
Netvault Backup

Server

Storage Tek L20
LTO-2 Tape array
9 autoload slots

ALPHA
(filesvr)

nfs/smb fileserver

smb shares
to various 
admin & other
desktops 

Network file mount
Fibre channel

General Access Systems

Mail systems

Storage

HYPER
(Linux XTerm Server)

login host
new application server




