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McAfee Agent Installation - Windows

Minimum System Requirements
Microsoft Windows-Based Endpoints

1. Operating systems

o Microsoft Windows 8 & 8.1 (32-bit and 64-bit versions)
Microsoft Windows 7 (32-bit and 64-bit versions)
Microsoft Windows Vista (32-bit and 64-bit versions)
Microsoft Windows 2008 Server (32-bit and 64-bit versions)
Microsoft Windows XP (32-bit version only)

o Microsoft Windows 2003 Server with Service Pack 1 (SP1) or higher (32-bit version only)
2. Hardware requirements

o CPU: Pentium Il (1 GHz or faster)

o RAM: 256 MB minimum (1 GB recommended)

o Hard disk: 200 MB minimum free disk space
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Pre Install Steps:

Hardware Test - Recommended

Prior to installing McAfee Endpoint Encryption it is advised to run a full disk scan to confirm there are no bad sectors or
general hard drive issues. To do a whole drive scan, follow these steps:

Open Windows Explorer.

Right click your system drive (in most cases c:\).

Click Properties.

Switch to the Tools tab and click the Check now... button.
Confirm that both boxes have a check mark.

x

Check disk options
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¥ automatically i file syskem errors
¥ Scan For and attempt recavery of bad sectors

Skart Cancel
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Click Start. The system will now prompt to schedule a disk check.
Click Schedule disk check.
Reboot your computer.

6.
7.
8.
9.

Upon reboot the system will start the disk check. The time the scan takes can vary depending on disk size and
drive integrity. As soon as the drive scan is completed, your machine will boot and you can login.

Rename Computer

1. Naming Standard:
Third Letter for OS, Windows, Mac
UIT-C L&/—24567 Remaining Characters can be whatever your department decides

HRMS Client\Code Second letter for Device, Computer, Laptop or Virtual
First letter “C” to signify that this is a computer object

2. Reboot when renaming is complete

Agent Download and Install

Smart Installer:

The smart installer will place any system into the group which was selected during the creation of the URL.
Be sure to select the “Staging Area” group when creating the URL.

Downloading McAfee Agent

The installation of the McAfee Agent is fairly straight forward.

Log onto the ePolicy orchestrator

Select System Tree

In the pane to the left select the “Staging Area” group

From the additional options found under “System tree Actions”, Select “New Systems”
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Export Systems

1 Sort Now

i Systermn Tree Actionsw :

Select “Create url for client-side download”

Select under Agent version: Windows, choose Mcafee Agent for Windows...
Download Agent Deployment URL

BEFORE you install the install the agent, rename the computer name

N

Post Install Steps:

Once the McAfee Agent is installed on the client, the computer object will appear in the Staging Area group within your
system tree. Assigning the computer object to a group will provide it with the correct policies. In the event your
machine does not appear within the staging area check the Lost & Found group by following the steps below.

Log onto the ePO
Click Menu | Systems | System Tree

Find the group Lost&Found in the System Tree to the left.

Expand the Lost&Found group. The object will be in the group which is the same as the Domain of the
computer.

5. Now simply drag-and-drop the computer object(s) in to the staging Area.

P w e

Note: When going through the lost and found container confirm that you are only moving machines which you are
working with.
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Adding Users to machines through ePO Server:

Before installing and encrypting a device you first need to confirm that users have been added to the machines. To add

users to access machines follow the steps listed below.

Individual Assignment - Non EAD joined computers

This method allows the administrator to assign a single user to a single system. To assign an individual user (or group of

users) to a single system

1. LogintoePO

2. Goto Menu | Data Protection | Encryption Users

51] System Tree

;b4 Encryption Users
2 Encryption Recovery
Dashboards

Users

ﬁﬁ System Tree

Manage groups, systems, policy
assignments, and client tasks
assignments.

2P0 Build: ePolicy Orchestrator 5.0.1
(Build: 228)

Server: UIT-MEPO-TST

Time: 12/15/13 11:06:28 AM PST
User: jkellar
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Reporting

@ Dashboards

@il Queries & Reports
';__ Threat Event Log

McAfee Labs

Software
—3 Product Depleyment
s Software Manager
j Master Repository
g‘a Distributed Repositories
-

| Extensions
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Systems

gidy System Tree

i=| Tag Catalog

Automation

(@ | Server Task Log
@" server Tasks
) Automatic Responses

Issues

Palicy

l Policy Catalog

‘-ﬂd Policy Assignments

EJ Policy Assignment Rules
'] Policy Comparison

;[ Client Task Catalog

al Client Task Assignments

.'E:‘ Client Task Comparison

Data Protection

] EEFF Keys
¢id Encryption Users
Encryption Recovery

g
[E] Filevault recovery
=

Import FileVault recovery key

www.it.ubc.ca




3. Select the Endpoint you wish to assign a user to

/& epalicy Orchestrator 5.0.1 (Build: 228) - Windows Internet Explorer -] 5[[

@? < [ % https:f/142., 103.95.4:8443coreorionTeb, dovsectionld=CataProtect O = | & Certiicate errar_|[ 42| X W epolicy Orchestrator 5.0,1 (... X {0} 9.0 s03 I

fie Edt Vew Favorites Tooks  Help

Menu v

@ Dashboards g SystemTree @i Queries & Reports  Hl| Policy Catalog ‘ Log Off ‘ o‘ U McAfee

Data Protection

Encryption Users

My Organizaton = UBC Vancoures - Desktop Servces = UIT- Tnstall & Enrypt - Windows

w My Organization EESEN Group Users

» UBC Vancouver - Arts ISIT Systems : System Users

w UBC Vancouver - Desktop Services

|
[P This Group Only B custorn: [ENRE  cuick nc: [ Clear | Ml Show selected rows

» UIT - Install & Encrypt - Mac 05X 10.8 - 10.8 | [ | System Name A | Tags 1P Address Last Communication

UIT - Deerypt - Windows

VLT - Install & Encrypt - Windows ¥ | urr-pspev-o7 EE:ALDU, Workstation 142.103.249.104 12/19/13 11:22:25 AM ;I
UIT - MNE Decrypt & Removal

UIT - Staging Area

UIT - Uninstall EEPC - Windows

» Lost&Found

Cheose Columns Add User(s) 5
Endpeint Encryption View Users
g L Export Table =l

Actions v | 1of1selected
ERT R

4. On the bottom of the page click Actions | Endpoint Encryption | Add Users

Choose Columns
Endpoint Encryption View Users

14 L4 Export Table

Actions 1 items
5. Click on the icon to the right of the Users field and search for the CWL ID of or the name of the user you would
like to grant login access to the Endpoint.
o Note: Be sure to adjust the search options to search both Container and Children.
6. Click OK when done.
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Automatic Assignment on the Endpoint - EAD only:

Manually assigning individual users for each system in your environment would be a time consuming undertaking. EEPC
automates this process with a new feature called Add Local Domain Users in the system settings policy. If enabled, the
agent will enumerate the currently logged in Windows user and all the cached profiles on the endpoint. This data will
then be sent to ePO and ePO will automatically provision those users to that system. This is the best way to provision
end users to systems and should be done in almost all cases. Some special systems, like loaner laptops or classroom PCs,
will require a different user provisioning strategy.

Note: For all EAD joined windows 7 machines the Automatic Assignment Policy is preconfigured so no Technician
interaction is required. For clients who are not joined to EAD the Individual Assignment process will be required.

Install and Encrypt

Installing the McAfee agent is only the first step to encrypting a machine. The McAfee agent setups communication
between the server and the client. The install of encryption extensions and enablement of encryption will not take place
until the machine has been moved into an “Install & Encrypt” Group.

Log onto the ePO
Click Menu | Systems | System Tree

Find the group Staging Area in the System Tree to the left.
Find the machine which you just installed the McAfee agent in the right hand side of the screen.
Once found simply drag-and-drop the computer object(s) in to the correct Install & Encrypt group.

vk wNeE

Note: Once you have moved the systems into the correct group it may take some time to enable and install. To force
the process along follow the instructions listed in the section below.

Collect & Send Props - Windows Machine

1. On the client Computer, in the lower right hand corner click the McAfee icon then select McAfee Agent Status
Monitor...

Update Security...
Quick Settings
Manage Features
Scan Computer for
V. View Security Status...
| McAfee Agent Status Monitor... |
About...
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2. Inthe Agent Monitor Window click Collect and Send Props. Providing the machine connects to the McAfee ePO
server the log will start to show data and will begin pulling all Policy and Tasks.

I3 McAfee Agent Monitor =

Agent Statuz I

Collect and Send Props

Agent service is now running

Component Date Time T... | Status -
Agent Subzpstern 941372013 10:35:394M  Info Agent iz looking for events to upload
Agent Subzpstern 5941342013 10:35:04 Ak Info Mext policy enforcement in 5 minutes
Agent Subspstern 941342013 103504 AM  Info Agent finished Enforcing policies
Management 9132013 10:35:04 M Info  Enforcing Policies for EPOAGEMNT 3000
Maragement 913/2013 10:35:04 AM  Info  Enforcing Policies for EPOAGEMT 30001
Management 9413/2013 10:3504 AW Info Enforcing Policies for Modfee dgent o
Agert Subspstem 941342013 10:35:04 AM  Info  Agent Stated Erforcing policies Enforce Policies
Agent Subzpstern 941342013 10:30:394M  Info Agent iz looking for events to upload
Agent Subzpstern 5941342013 10:30:04 Ak Info Mext policy enforcement in 5 minutes
Agent Subzpztern 9413/2013  10:30:04 AW Info Agent finished Enforcing policies Agent Settings
Management 9132013 10:30:04 AM  Info  Enforcing Policies for EPOAGEMNT 3000
I anagement 9413/2013 10:30:04 48 Info  Enforcing Policies for EROAGEMT 3000
Management 9413/2013 10:30:03AM  Info Enforcing Policies for Modfee dgent Save Contents to Desklop
Agent Subzpstern 941372013 10:30:03 AM  Info Agent Started Enforcing palicies

Agent Subzpstern 941342013 10:25:404M  Info Agent communication session clozed
Agent Subzpstern 5941342013 10:25:40 40 Info Mo package received from ePO Server
Agent Subzpztern 941372013 10:25:40 AW Info Agent iz connecting to ePD server

Agent Subzpstern 941372013 10:25:404M  Info Agent is sending IMC PROPS package —
4 m b

Send Events

Check Mew Paolicies

Close

3. Repeat process after Encryption Extensions install in order to force connection to server for User Sync and
tasks to activate the encryption process.
4. Reboot client computer after encryption has started.
a. Some devices may need 2 reboots
5. After reboot, open McAfee Agent Status Monitor and Show Endpoint Encryption Status (under Quick Settings)
6. Select Collect and Send Props and Send Events
7. When The Volume Status updates with Encrypting % you are Done, have the client restart

Client will then be prompted to logon with their CWL user ID and Password then select 3 questions and enter 3 answers
(easy to remember).

NOTE: CWL passwords are not sync’d
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