Sophos PCI DSS v2 Firewall Rules

Note: if the existing firewall configuration is fairly simple, it is recommended that you start fresh, using the new
Virtual Terminal Default — PCI 2.0 policies and configure that as necessary, following the Firewall_Config_New.docx
guide instead.

Block by default is always the required default rule for the firewall policies. Inbound/Outbound traffic is compared first
to against LAN, Global Rules, or Applications rules before it is blocked by default.

Any changes that differ from the default settings shown here MUST be documented down. Please follow the suggested

documentation format at the end of this document.

*Listing & explanation of allowed UBC Adminstrative IP space can be found here:
http://www.it.ubc.ca/service catalogue/internet telephone/network management/ubc ip addy list.html

Recommended steps

1) Open up the firewall policy that has been custom created for your group. (It should NOT be Virtual Terminal
Default or Virtual Terminal Default — PCI 2.0, if it is, see the Firewall_Config_New.docx guide instead).

| | Wig: I‘\] All computers

Status I Computer Cetails I ]

Groups
= SCPHOSECL

-

-{E5) Unassigned oot
[H-{C5) Adwancement Services Computer name PD"C:
=) CBM Wirkual Terminals ZPC Az

L[ Lisa-Test SLUBCLEAR-LIHO??  Awai
-5 Regular Computers Sy UBCLEAR-LPUBLL  Sarme
=0 Wirtual Terminals S UBCLEAR-DPUBDY  Awai
[#-4=0 YT Advancement Services Ll S GALLIPOLT Al
Palicies | 5, A14001951 Same
S A3035724 5

----- o Yirtual Terminals Defaulk ;I = A
----- 3 virtual Terminals Default - PCT & S AE0RLS A
L S Create Policy i

' YT Advancement Services ;
) Rename Policy ;

----- o+ YT Advancement Services Call el el

o YT Belkin At Gallery vi P L [ "; C
T BRC iew]| |. olicy... /

% WT CFIS Delete Palicy ;

' YT Chan Centre Yiew Groups Using Palicy... ‘

VT Civil Engineering Reset Policy to Factory Defaults ¢

----- o+ NT Dentistry UL T e

2)

Ensure that this is the default General setting.


http://www.it.ubc.ca/service_catalogue/internet_telephone/network_management/ubc_ip_addy_list.html

Primary location

General |ICMP I LA I Global Rules | Applications | Processesl

—Working mode
" Interactive - the Firewall asks you how ko deal with traffic

™ Allow by deFaul - outbound kraffic which has no matching ruls is allowed

r—Blocking

¥ Elock processes if memary is modified by another application
(32-bit operating systems only)

" Block hidden pracesses launched by unknown applications
¥ Drop packsts sert ko blocked ports

™ Use checksums to authenticate applications

¥ Block IPv6 packets

—Reporking

¥ Display an alert in the management console if local changes are made to
the global rules, applications, pracesses, or checksums

¥ Report unknown applications and traffic to the management console

v Repott errors ko the management consale

—Deskkop messaging
¥ Show warnings and errors

™ Show unknown applications and traffic

QK I Cancel

3) Ensure this is the default ICMP setting.

Primary location [ x|

General  ICMP |L.C\N I Global Rules I Applicatinnsl Prcu:essesl

allow or block incoming and outgoing ICMP traffic,

b

Marie | Type | In | o8]
Echo Reply 0
Destination Unreachable 3
Source Quench 4
Redirect Message 5

g
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Echo Request
Router Advertisement
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Router Solicitation 10
Time Exceeded 11
Parameter Problem 12
Timestamp Request 13
Timestamp Reply 14
Information Fegquest 15
Information Reply 16
Address Mask Request 17
Address Mask Reply 18

ols I Zancel

4) This is should be the default LAN rules:



Primary location E2 |

" General I ICMP  LAN |Global Rules I Applications I Processes |

For each LAN (Local Area Metwork) in the list, select MetBIOS ko allow File and printer
sharing or Trusted to allow all traffic between computers on the LAN,

LAM settings:

Metwork | Area | MetBIOsS | Trusted |
137.82,132.0 (255,255,255, 192 Internet

Diekect LAR | Add. .. Remoye

To handle MetBIOS kraffic that has not been allowed in the list above, select the check
b b block the traffic, or clear it ko allow the traffic ko be processed by the other
rules.

Iw Block file and printer sharing For other networks

[0]'4 I Cancel

a. 137.82.132.0 subnet of the Sophos Enterprise Console sophosecl.it.ubc.ca.

b. Now re-examine each remaining entry:
i. Moving forward, only NetBIOS required IP addresses should be placed here. Trusted should not
be turned on as enabling it will allow all traffic between that IP address and the local computer.

ii. Only allow departmental file servers if absolutely necessary. Note adding in a file server may
result in the file server and other computers on the network being included/considered as part
the Cardholder Data Environment.

iii. Printers are NOT to be included here. If you have any printers added here, they will need to be
removed. Printers should be handled by the printer policy (step 6 — Spoolsv.exe) under
Application tab. It will allow printer usage as long as the printer has been installed via IP or DNS
on the local computer. If you find this is not working then please let us know.

iv. Document all difference between the default LAN rules and what is remaining.

5) This is now the default Virtual Terminal Global Rules:



Primary location [ x|

‘General | 1cMP | LA Global Rules |P.p|:-|i-:ations | Processes |

Global rules apply to all nebwork connections. Thew take lower priority than rules set
up using the LaM tab.

Global rules also take lower priority than rules set up using the Applications tab, urless
wou select High priority when you set up the global rule.

Rule add. ..

E Allove ICMP From the management console

Remove

& Allow loopback TCP connection

& allow GRE protocal Edit
& allov PRTF contral connection =
8 Allow loopback UDP connection Copy

8 Block RPC call (TCF)
B Block RPC call (UDP)
& HTTP HTTPS - UBC, e-xact

Move Up

Move Down

] i kel

[8].4 |

Notice there is a new rule added — HTTP HTTPS — UBC, e-xact.
You need to add this new rule to your Global Rules:

Edit Rule

1. Rule name: High priotity rule [

TTP HTTPS - LIBC

2, gelect the events the rule will handle:

Where the direction is

where the remote address is

Where the local address is

Where the remoke port is

Where the local port is

Where the local part is equal to the remote port

O0EORE

3. Select the actions with which the rule will respond;

@ allow it
O Block it

D Concurrent connections

4., Rule description click on a link to specify a value):

where the protocol is Skateful TCP -
and the direction is Outbound
and the remote address is 137,82 %.% 142.103.%.% 206.87.32.0
(255,255, 224,07, 142,231,640 (255,255,224 .0), §7.2358.86.0 (255 255,254.00,
207.23.94.0 (255 255.254,0), 207.171.160.0 (#55.255,224.0), 72.21.192.0
(255.255.224.0), 206.587.192.0 (255,255,224 .0%, pos.e-xact.com
66,199,168,87), 66,199,168.89, cbm.adm.ubc.ca (142,103,198,138 e-xact.cnm;l

(04 I Cancel |

a. this rule restricts traffic to UBC & e-Payment (e- xact). The allowed IP addresses are:

- UBC administrative IP address space (exclude wireless and ResNet)
- pos.e-xact.com

- e-xact.com

- cbm.adm.ubc.ca



137.82.*%.*
142.103.*.*

142.231.64.0 (255.255.224.0) (/19)
206.87.32.0 (255.255.224.0) (/19)
206.87.192.0 (255.255.224.0) (/19)

207.23.94.0 (255.255.254.0)
pos.e-xact.com (66.199.168.87, 66.199.168.89)
e-xact.com (205.210.42.167)

cbm.adm.ubc.ca

72.21.192.0 - 72.21.223.255 255.255.224.0 (/19)
207.171.160.0 - 207.171.191.255 255.255.224.0 (/19)
87.238.86.0 - 87.238.87.255 255.255.254.0 (/23)

for stateful outbound traffic to HTTP (TCP 80) and HTTPS (TCP 443) ports.

b. You are permitted to allow other websites if the merchant requires them. Create a new for the other

websites.

Note: Google, Hotmail and Facebook are NOT permitted. The list of websites will be subject to
review by UBC IT. Document the list and submit it back to UBC IT for review.

c. Any differences between the default Global Rules and your Global Rules will need to be documented.

Remember: Any application on the local computer can access these IP address ranges and

ports/protocols under yours and the UBC/e-xact global rules.

6) This is the new default Virtual Terminal Applications rules:

Primary location E2 |

.Generall ICMP I L&M I Global Rules  Applications |F‘r|:u:esses I

Click, &dd to add a new application, then select whether wou want to trusk ik, block, it,
of create a cuskom rule For it

Application | Rule | add. .. |
ADOBEARM,.EXE Zuskarn |

alg.exe Custom Remave |
JAUCHECK.EXE Cuskarm

JUCHECK.EXE Cuskarm

lsass . exe Cuskom

services.exe Cuskam

SPOOLSY, EXE Cuskarn

SWCHOST.EXE Cuskarn

userinit, exe Custan

winlogon, exe Cuskam

Custom | T

Tirust

iill

Block:

(a4 I Cancel |

This was the old Virtual Terminal default:



Primary location

" General I ICMP I LAMN I Global Rules  Applications |F‘r0cesses I

7 Click Add ko add a new application, then select whether wou want ko trust it, block it,
or create a custom rule For k.

]

I Application | Rule | - Add... |
adobe_updater.exe Trusted |
sdobeupdater, exe Trusted Remave |
alg.exe Custom
excel.exe Trusted [%
[ explaorer, gxe Trusted
3 firefox, exe Trusted
igxplare.exe Trusted
jaucheck.exe Trusted
jusched.exe Trusted
lsass. exe Custom
MSNMSgE  exe Trusted
outlook, exe Trusted
plugin-container, exe Trusted
rundli3z . exe Cuskom —

H seapart.exe Trusted Custan ||
SErVICES, ExE Cuskam

TFUsk:
spoolsy, exe Trusted

svchost,exe Cusktom ;I

Black:

L

[0]'4 I Cancel |

Primary location E

"zeneral I ICMP I LAM I Global Rules  Applications |Pr0cesses I

Click, &dd to add a new application, then select whether wou want o trust it, block i,
o create a cuskom rule For it

Application | Rule |i| add...
firefoux. exe Trusted

iexplare, exe Trusted Remave |
jaucheck.exe Trusted

jusched.exe Trusted

|sass.exe Custom

MSNMSQr, exe Trusted

outlook. exe Trusted

plugin-container . exe Trusted

rundll3z, exe Custom

seapork.exe Trusted

SErvices, exe Cuskam

spoolsy, exe Trusted

sychost.exe Custam

userinit. exe Custam

wiakray, exe Trusted Custorm |7 |
winlogon.exe Cuskom

winword, exe Trusted &l
wlcomm, exe Trusted E Block |

Qi I Cancel |

The new default rules are now quite stripped down, to only allow Adobe, Java, miscellaneous Microsoft

services (update, DNS, etc.) and printer traffic to pass through. Note that that spoolsv.exe is no longer
set to ‘trusted’—instead a custom rule set has been created it. You need to add in the following
modification for spoolsv.exe for printer traffic. Note you need to install the printer via IP or DNS.



Application Rules E3

Rule | add... |+
;9 Prinker
:Q Prinker SHMP Remove

Edit...

Copy

i

Mewe Up Movve Dowvin

where the protocal is Stateful TCP

and the direction is Outbound

and the remote address is <Local network {detected automatically)=, 137.82.%.%,
142,103.%.*, 206,87.32.0 {259,255.224.0), 142.231.64.0 {255,255,224.0), 207.23.94.0
(255,255,254.00, 206,67, 192.0 (255,255, 224.0)

and the remoke port is 2100
Al it

I I—

oK I Zancel

b. Remove as much unnecessary application rules from your existing rules as possible. MSN Messenger

and any browser application or instant messenger rules will need to be removed, eg firefox.exe,
iexplorer.exe, etc. If you do not remove them, it will negate the Global rule of allowing only web

traffic to approved websites.
i. Best practice to remove the unnecessary application rule is to remove the application rule and then test
the application to see if it still works.
c. Any rule that was not part of the new Virtual Terminal default will need to be documented.

We should not be using ‘trusted’. Do custom rule sets whenever possible.

7) This should be the default Processes tab:

Primary location
‘General | 1P | Lan | Global Rules | Applications  Processes |

Ta allow an application ta launch hidden processes, click Add.

firefox. exe Add...
iexplore. exe

|

Remaove

v ‘Warn about new launchers. This option is available only if vou are using
Interactive mode,

To allow an application bo access the network using rawsockets, click Add,

Add...

Remove |

¥ Wwarn about the use of rawsockets, This option is available only if you are using
Interactive mode.

Ok I Cancel

8) Configurations for optional applications for remote administration.

Remote administration to be white listed only to your department’s IT administrative computer’s IP addresses or at
most, UBC administrative IP address space. Do not open up to the general Internet. Again document down this change.



Examples:

Teamviewer Service

Limit IP address range to required range for remote administration for your group. Create a new Global Rule for this.
E.8,
Where the protocol is Stateful TCP
and the direction is Inbound
and the remote address is 137.82.182.*
and the remote port is 443, 5938
Allow it

Remote Desktop RDP

Limit IP address range to required range for remote administration for your group. Create a new Global Rule for this.
e.g.
Where the protocol is Stateful TCP

and the direction is Inbound

and the remote address is 137.82.182.*

and the remote port is RDP 3389

Allow it



Documentation format:

File Servers
Name IP Address
Applications | Note: HTTP 80 or HTTPS
443 to UBC IP Address
Space already allowed
Name Client side executables Server IP Addresses or | Ports

(.exe files, etc.)

Range

External Non UBC Websites

URL or IP Address range

Ports (if not HTTP 80 or
HTTPS 443)




